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The Insurance Regulatory and Development Authority (IRDAI) circular dated 24 
March 2025, mandates all regulated entities including insurance intermediaries to 
proactively empanel Cyber Incident Response and Digital Forensics experts. This 
ensures cyber incident preparedness and helps in establishing procedures to 
empanel forensic auditors in advance for conducting prompt investigations. 

How Grant Thornton Bharat can help 
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Ensuring ICT (Information & Communication Technology) logs are stored and monitored for 
180 days, for guaranteed availability during crisis

Log management solutions

Developing and implementing CCMP (Cyber Crisis Management Plan) including cyber threat 
intelligence procedures, ensuring business preparedness and continuity

Cyber crisis management planning 

Empanel forensic experts on an immediate availability basis through a flexible ongoing 
engagement, ensuring swift mitigation of cyber incidents and matters requiring expertise in 
digital forensics

Forensic expertise

Providing SOC (Security Operations Centre) operations, attack, surface monitoring and Read 
Teaming without conflicts of interest thereby maintaining investigation integrity

Conflict-free cybersecurity services

Conducting training sessions and supporting incident notification to regulators using global 
best practices for undertaking detailed investigations

Training and awareness programmes

Our team of seasoned professionals helps organisations comply with regulatory directives. We also share best 
practices to enable faster response and recovery from crisis.
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Why choose us

Expert team 
Our cybersecurity specialists handle complex incidents with precision, 
staying ahead of emerging threats.

Regulatory support 

We help clients navigate legal challenges and strengthen 
resilience through compliance.

Clear incident insights 
Our visual timelines and root cause analysis provide clarity and 
actionable intelligence.

Powerful data analytics
We can process large data volumes quickly, uncovering critical 
insights with advanced analytic

End-to-end risk assessment 
From access control to encryption, we identify and remediate vulnerabilities to 
strengthen your incident response.
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We are
Shaping Vibrant Bharat
A member of Grant Thornton International Ltd., Grant Thornton Bharat is at the forefront of 
helping reshape the values in the profession. We are helping shape various industry ecosystems 
through our work across Assurance, Tax, Risk, Transactions, Technology and Consulting, and 
are going beyond to shape a more #VibrantBharat.
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Connect with our experts:

Gaganpreet Singh Puri

Partner and Crisis & Resilience Leader
Grant Thornton Bharat
E: gagan.puri@in.gt.com 

Akshay Garkel 

Partner and Cyber Advisory Leader 
Grant Thornton Bharat
E: akshay.garkel@in.gt.com

Jaspreet Singh

Partner, Cyber Advisory
Grant Thornton Bharat
E: jaspreet.singh2@in.gt.com 

Kush Wadhwa 

Partner, Crisis & Resilience and Cyber 
Advisory
Grant Thornton Bharat
E: kush.wadhwa@in.gt.com 

http://www.grantthornton.in/
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